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Agenda

Quick look at Zenoss 3 architecture

Zenoss 4 architecture

- subsystems
- daemons
- databases

10 minute comfort break (that's 600 seconds!)
Event life cycle

- Event generation

- Device context

- Event class mapping / event context / event transforms
- Database insertion & duplicates

- Resolution & Ageing



In the beginning...
* Events received by various daemons

* Events processed by zenhub daemon
* Event life cycle

- Event generation -- Device context
- Event class mapping -- Event context
- Event transforms -- Database insertion & deduplication
- Resolution -- Ageing
« MySQL events database
- summary table for active events -- history table for closed events

 Database fields = Event console fields
= Event mapping / transform fields

» Table definitions In
$ZENHOME/Products/ZenEvents/db/zenevents.sql



In the beginning...
Events subsystem was a severe bottleneck

zenhub had lots of other responsibilities

Single pipeline for processing events
Almost no indexing on MySQL database

Event Console updates slow
Event deletions very slow

Responsiveness of emails / pages / automation
commands slow

Debugging hard (zenhub.log & event.log)

Fairly easy to understand



= jane@bino:~ - Shell - Konsole <2>

Session Edit View Bookmarks Settings Help

CREATE TABLE IF NOT EXISTS status
C

DevicePriority s=mallint(6) default 3,
eventClassMapping varchar(128) default ",
monitor varchar(128) default "",
PRIMARY KEY ( dedupid ),
Index evididx (ewid),
Index clearidx (clearidl,
Index severityidx (severity),
Index deviceidx (device)

J ENGINE=INNODB:

"zenevents.sql"” [readonlyl 163 lines —0x—

dedupid varchar (Z55) not null,

euvid char(25) not null, Zenoss 3 M S L
device varchar(128) not null, :
component varchar(128) default "", _Status table fields
eventClass varchar(128) default “Unknoun", in events database
eventKey varchar(128) default "", -
SUMMArY varchar (128) not null,

message varchar(4096) default "",

severity smallint default -1,

eventState smallint default 9,

eventClassKey varchar(128) default ",

eventGroup varchar(f4) default "",

stateChange timestamp,

firstTime double,

lastTime double,

count int default 1,

prod3itate smallint default 0O,

suppid char(36) not null,

nanager varchar (126) not null,

agent varchar(64) not null,

DeviceClass varchar(128) default "",

Location varchar(128) default ",

Systems varchar(255) default "",

DeviceGroups varchar(255) default ",

ipAaddress char(15) default "V,

facility varchar(8) default “unknoun",

priority smallint default -1,

nteuid smallint unsigned default 0O,

ounerid varchar(32) default ",

clearid char (£5),

1.1

Top
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Event Console

Zenoss: Events - Mozilla Firefox

File Edit View History Bookmarks Tools Help

© Zenoss: Events v
v &) (8~ Google R
‘*ﬂ 1 DASHBOARD INFRASTRUCTURE REPORTS ADVANCED |_] EventID jane sicnour H
Fingerprint
Event Archive  Event Classes  Triggers _ Page Tips
|w| Status
|v] Severity
g |v| Resource
%l Sort Ascending v Count
@ taplow-13.skills-1st.co.u... 10.0.0.13 is DOWN! il Sort Descending |w| Summary 2012-11-27 17:17... zenping
v 0 zendi.class.example.or... 322 zend1.class.example.org is DOWN! B Columns : [v] Component 2012-11-27 17:17... zenping
v zendi.class.example.or... 2 SNMP agent down - no response received ——— (/| EventClass 2012-11-27 16:38... zenperfsnmp
v zen3di.class.example.or... 2 Unable to read processes on device zen31.class.examp... /Status/Sn v First Seen 2012-11-27 16:38... zenprocess
! group-100-si.class.exa... 2 threshold of high utilization exceeded: current value 111... 4 (Pert/inter v e 2012-11-27 17:15... zenperfsnmp
1 group-100-s1.class.exa... 9 threshold of high utilization exceeded: current value 111... 4 {Perf/inter : 2012-11-27 17:15... zenperfsnmp
1 group-100-s1.class.exa... 4 threshold of high utilization exceeded: current value 111... A (Perfinter o) Agent 2012-11-27 17:15... zenperfsnmp
! group-100-s1.class.exa... 3 threshold of high utilization exceeded: current value 111... 14 [Pertiinter — FRSEiE St 2012-11-27 17:15... zenperfsnmp
' group-100-s2.class.exa... 3 threshold of high utilization exceeded: current vaiue 110... FastEth... /Perfinter J Dc¥ice Priority 2012-11-27 17:15... zenperfsnmp
! EC2Manager 42 No data returned for command /cmarFan| L State Changa 2012-11-27 17:13... zencommand
1 group-100-s2.class.exa... 3 threshold of high utilization exceeded: current value 111... FasiEih... [Perfinier Event Class Key 2012-11-27 17:10... zenperfsnmp
! zend2.class.example.or... 2 honeyd_logstart: fopen("/varilog'raddle/honeyd.log™): P... honeyd {Unknown | | EventGroup 2012-11-27 15:56... zensyslog
0 zend2.class.example.or... § could not grab keyboard: 3 gnome-... /Unknown Event Key 2012-11-27 17:10... zensyslog
o win2003.class.example.... 9 Logon attempt by: MICROSOFT_AUTHENTICATION_PA... Security /Unknown [ Collector 2012-11-27 16:46... zeneventlog
0 zend2.class.example.or... 2 Demoting process privileges to uid 99, gid 99 honeyd /Unknown fl EraTieT 2012-11-27 15:56... zensyslog
[} zend2.class.example.or... 2 listenina on lo: ip and (dst host 10.191.100.4 or dstnet1... honevd /Unknown .. Syslog Facility 2012-11-27 1..::'..;&“:%?\:?? '
L - 16 of 17T ROWS
| myFooter + (] Syslog Priority ﬁm
v




Event Console

Severity + Status
- Critical - New (0)

- - Acknowledged (1)
B - Suppressed (2)

- Info - Closed (3)

B - Cleared (4)

B — Dropped (5) T

Resource / Component - Aged (6) T
Event Class  First Seen / Last Seen

T new in Zenoss 4

Summary * Agent



MySQL zenoss_zep database

Zenoss_zep new with Zenoss 4
event_summary table

- may contain Closed, Cleared and Aged events
event_archive table

- only has Closed, Cleared and Aged events
attributes in tables do not match event console

- Console Database

- device element_identifier

- component element_sub identifier
- eventState status_id

- firstSeen first_seen




File Edit ¥Yiew Search Terminal Help

Imysgl>= show tables;

B e e -
| Tables in zenoss zep | Tables in zenoss Zep
e e m m m m m m e m m e m m e — m m e — — — ——— = - =~ -

agent

conftig

daemon heartbeat

event archiwve

event archive index queue
event class

event class key

event detail index config
event group

event key

event summary

event summary index queue

* Lots more tables than Zenoss 3

- agent

- event_class

- event_class_key
- event_group

event time -eveLkey
event trigger - event _trigger
event trigger signal spool - monitor

event trigger subscription
index metadata

monitor

schema wversion

W daemon heartbeat

Vo EUEHt archive

W EUEHt archlue index queue
A - ewvent _summary

W event _summary index queue
AU EUEHt time

W ewvent _trigger

W event _trigger signal spool
v event _trigger SUbSCFlptan
W 1ndex metadata

__________________;i:__'_"_'_¥__

29 rows inm set (.00 sec)

mysqgl= [




Zenoss@zen42:/opt/zenoss/local/json_api_python/4.2

File Edit View Search Terminal Help

mysqgl> describe event summary; - -

el e e e . Fields in event summary

| Field | Type | Null | Key | Default | Extra |

L R e TR +------ +----- +--------- +------- +

| uuid | inary(16h | W0 PRL | MRL. | * Most of the field names changed

| fingerprint hash | binary(2@) | NO | UNI | NULL | |

| fingerprint | varchar(255) | NO | | NULL | |

| status id | tinyint(4) | NO | MUL | NULL | |

| event group id | int(11) | YES | | NULL | | - many I'Ef.er to other tables €g

| event class_id | int(11) | NO | | NULL | | agent_id, event_class id, ...

| event class key id | int(11) | YES | | NULL | | - - —

| event class mapping uuid | binary(16) | YES | | NULL | |

| event key id | int(11) | YES | | NULL | | - evid -> uuid

| severity id | tinyint(4) | NO | MUL | NULL | | . . .

| element uuid | binary(16) | YES | MUL | NULL | | - dedupid -> fingerprint

| element type id | tinyint(4) | YES | | NULL | | _ _ ;

| element identifier | varchar(255) | NO | | NULL | | e_ventState > S_tatUS_Id

I e{ement_tiﬁle S I EarchaEKE?E] I YES I I MULL I I - firstSeen -> first seen
element sub uui inary(1é YES MUL | NULL "

| element sub type id | tinyint(4) | YES | | NULL | | - count -> event_count

| element sub identifier | varchar(2553) | YES | | NULL | | - agent -> agent id

| element sub title | varchar(255) | YES | | NULL | | .- — -

| update time | bigint(20) | NO | | NULL | | - facility -> syslog_facility

| first seen | bigint(2@) | NO | | NULL | |

| status change | bigint(2@) | NO | | NULL | | .

| last seen | bigint(2@) | NO | MUL | NULL | | - device -> element

| event count | int(11) | NO | | NULL | | o

| monitor id | int(11) | YES | | NULL | | - component -> element_sub_

| agent id | int(11) | YES | | NULL | |

| syslog facility | int(11) | YES | | NULL | | . .

| syslog priority | tinyint(4) | YES | | NULL | | - _Json fields

| nt event code | int(11) | YES | | NULL | | :

| current user uuid | binary(16) | YES | | NULL | | details

| current user name | varchar(32) | YES | | NULL | | notes

| clear fingerprint hash | binary(20) | YES | MUL | NULL | |

| cleared by event uuid | binary(16) | YES | | NULL | |

| summary | varchar(255) | NO | | | | * However...

| message | varchar(4896) | NO | | | | . .

| details json | mediumtext | YES | | NULL | | - summalry Is still summary

| tags json | mediumtext | YES | | NULL | | _ i i

| notes json | mediumtext | YES | | NULL | | message IS Stl” message

| audit jsomn | mediumtext | YES | | MULL | |

e e Fommmmm e e $----- Fommmmm - Fo-mmm- + @ ISt

38 rows in set (9.81 sec)




MySQL database.....

* Don't go there!

Here be dragons....



Event Proxy

* Writing rules and transforms for events operate
on an Event Proxy data structure

- manipulate same field names as in Zenoss 3.x

— translation between database field names,
message queue field names and Event Console
fleld names

e See files under
$ZENHOME/Products/ZenEvents/events?2

» User-created event fields, including SNMP
TRAP varbinds, are handled rather differently

- event transforms may need changing
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New daemons

e Zeneventserver

— written in Java
e Zeneventd

- written in Python
* rabbitmq

- open source Advanced Message Queueing
Protocol (AMQP) package




zeneventserver daemon

Also known as zep
Consumes data from zenevents queue
Stores processed events in MySQL database

Presents data to GUI via Zope web application
— uses JSON to present data to users

Produces data for the signal queue for
notification actions

Manages ageing of data from event_summary
to event_archive table in database

May produce data for other queues



zeneventd daemon

* Responsible for most of the event processing

— event classification
» eventClassKey

* Rule
* Regex
- device context
- event context
- transforms
— deduplication fingerprint
 Consumes the rawevents queue

* Produces data for the zenevents queue



rabbitmqg

* Crucial to Zenoss working - many daemons
depend on it

* Configured when Zenoss installed

- VHOST = “/zenoss”
- USER = “zenoss”
- PASSWORD = check $ZENHOME/etc/global.conf

e Started with service zenoss start

* |f Zenoss server has name changed then
rabbitmq needs reconfiguring

* rabbitmg commands need root privilege
» rabbitmqctl report - good to dump lots of data



rabbitmqg queues

jane@zend42:/home/jane

File Edit View Search Terminal Help

[root@zend2 jane]# rabbitmgctl -p /zenoss list queues
Listing queues ...

celery @

Zenoss.queues.zep.signal @
Zenoss.queues.zZep.modelchange @
Zenoss.queues.zep.migrated. summary @
Zenoss.queues.zep.rawevents @
Zenoss.queues.zZep.heartbeats @
Zenoss.queues.zep.zenevents @
zend2.class.example.org.celeryd.pidbox @
Zenoss.queues.zep.migrated.archive @

. .done.

[root@zend2 janel# |}
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zenactiond

Responds to Triggers evaluated by
zeneventserver

Provides Notifications

- emall / page to users

- command scripts / SNMP TRAPs for background
automation

Existed prior to Zenoss 4 with 60 sec cycle
Completely rewritten for Zenoss 4
Consumer of the signal queue

- much more responsive
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Other Zenoss 4 changes
memcached subsystem

- shared L2 memory cache for daemons

— configured in /etc/sysconfig/memcached and
$ZENHOME/etc/zope.conf but not preallocated

Zope database (zodb) now in MySQL database
rather than $ZENHOME/var/Data.fs

zodb session database holds transient data

RelStorage subsystem provides high-
performance backend to ZODB into database

Lucene subsystem for indexing of zodb and
Zenoss _zep

Open source packages



Zenoss 2.x [

Zenoss 3.X

Performance enhancements

FileStorage & ZEO

= Per-process L1 memory cache.

= Per-process L2 disk cache.

= Database layer caching provided
exclusively by operating system's
file cache.

= Must listen for invalidations.

= Unauthenticated connections 1o

RelStorage & Memcached

Per-process L1 memaory cache.
Shared L2 memory cache.
Database layer caching provided
by MySCQL.

Must poll for invalidations.
Authenticated connections to
database.

[Sakeachs J+—Ceaana> zope

m

H
Eunn:tluns
H

ZenJobs
H

database.
ZEQ -—
f:::__L_.:::“
FileStorage
-

| disk cache |

memcached

Zenoss 4.xX



Intermission....

Back in 10 minutes.....

.... that's still 600 seconds



Event life cycle

Event generation

Device context

Event class mapping

Event context

Event transform

Database insertion and deduplication
Resolution

Ageing
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Event Life Cycle — generation to initial database insertion

Event Generation Device Mapping Event Transform Database
(internal) context context Insertion
eventClass _—
: \ component l |
zenping . =
" Device =
- I P context [ | 2l | id | :
zendisc - & dedupid / fingerprint
Broc_iStgtg . IzEventAction -r IC_E | evid / uuid
zenstatus Location | ZEventClearClasses ol 1 eventState / status
ocation zEventSeverity o count
DeviceClass | | | © | tateCh
Zzenprocess DeviceGroups  § ~ - O firstTime
Systems Event | I :
) ipAddress Rule 4 - lastTime .
zenwin Context 1 | eventClassMapping
. | 4
zenwinperf
- I
zencommand Regex Drop 1 —
eventClass event > event
zenperfsnmp| : summary
) evéntClassKey Zenoss_zep
zensyslog y database
Cco ponent E \
mary o) =
zeneventlog message £9
facility a 2
zentrap | | priority < S|~
. ntevid —
Event Generation 4

(external)



Event Life Cycle — generation

Event Generation
(internal)

eventClass
component

r >
T>
|
|

zenping

zendisc

zenstatus

Zenprocess } -

zenwin

zenperfsnmp

zencommand j

zensyslog

zeneventlog >_eventCIaSSK6V
component

zentrap summary
/7 message

Event Generation facility
priority
(external) ntevid




Event generation

* Internal event daemons ¢ External event daemons
- zenping - zensyslog
- zendisc - zeneventlog
- zenstatus - zentrap
— Zenprocess
- zenwin
- zenwinperf
- zencommand
- zenperfsnmp
= other daemons introduced by ZenPacks




Event Life Cycle — generation to device context

Event Generation DLt'CGt
: contex
(mtemal) eventClass
, \component
zenping : Device
- b — =
: Context |—p
zendisc
prodState [
Location
zenstatus DeviceClass |
DeviceGroups |
Systems -
Zenprocess ipAddress
zenwin
zenperfsnmp
zencommand j
\
zensyslog
zeneventlog >eventCIassKev
Component
summary
zentrap J message
Event Generation fa?"'?%/
priority
(external) ntevid



Device context

» Event fields pertaining to the device that
generated the event

- prodState
— Location
- DeviceClass

- DeviceGroups
- Systems
- IpAddress

* This configuration data Is retrieved from the
Zope Object Database (ZODB)



Event Life Cycle — generation to event class mapping

Event Generation Device Mapping
i context
(internal)
eventClass
- component
zenping \ . Device
- ' Context [, |
zendisc
I prodState [
Location
zenstatus | DeviceClass |
| DeviceGroups |
Systems  / -
Rule > 4
zenwin l
zenperfsnmp
Regex
zencommand ) eventClass
\
zensyslog

zeneventlog : eventClassKey

component
zentrap ) summary
message
Event Generation facility
priority

(external) ntevid



Event class mapping

Used to map externally generated events to
Zenoss event format

Incoming event typically has eventClassKey field
- Several source events may have same eventClassKey
Target Is to determine an eventClass field

Python Rule tests any available field of event
- If Rule exists, it must be satisfied
Python Regex parses summary field of event

- Regex must be satisfied if Rule doesn't exist
- User-defined fields can be created if Regex matches
- Regex need not be satisfied if Rule does exist

Event mappings have sequence numbers



Event class mapping

ZENOSS DASHBOARD  EVENTS  INFRASTRUCTURE  REPORTS  ADVANCEDQ jne  SIGNOUT B

~ORE

EventConsole  EventArchive QRNI{9:EEEY  Triggers Page Tips

(R
Status

Edit
Sequence

Events = Skills > linetest

Configuration Prope

Events
Event Class Key

Sequence
Rule

evt.component=='"linetest' and device.snmpContact == 'Jane Curry'

Regex

test line (?P<line_nums\d+)
Example
This is test line 1

10

#import pdb; pdb.set trace()
evt.myLine num = evt.line num
evi.myDevId = device.id
evi.mySnmpSysLoc = device.snmpLocation _
evt.mySnmpSysContact = device.snmpContact I
evt.mySnmpStatus = device.getSnmpStatusString()

evi.summary = "Problem is %s on device %s. Please call %s" % (evt.summary, evt.myDevId, evt.mySnmpSysContact)
#evi.myEventState = evi.eventState

Nl



Event Life Cycle — generation to event context

Event Generation Device Mapping Event
i context context
(internal)
eventClass
, \component
Zenping —p| Device |
_ Context [, |
zendisc |
prodState zEventAction
Location zEventClearCras<ts '4
zenstatus DeviceClass zEventSeverlty
DeviceGroups |
Systems  / -
Zenprocess ipAddress Event
Rule > 4
, Context
zenwin
zenperfsnmp
Regex eDvrgrl?t
zencommand J eventClass
\
zensyslog
zeneventlog : eventClassKey
Component
zentrap ) summary
message
Event Generation facility
priority

(external) ntevid



Event context
* Defined by 3 event zProperties:
- zEventAction status | history | drop

- zEventClearClasses
- zEventSeverity

* Event context is applied after event mapping
but before event transforms

* Thus, zEventAction event context may specify
history but an event transform could override by
setting evt. _action to the value status

- these values reflect old database schema

e status maps to eventState = New
* history maps to eventState = Closed

 both are stored in the event_summary table



Event Life Cycle — generation to transform

Event Generation Device Mapping Event Transform
i context context
(internal)
eventClass —
, \component +
zenping _p| Device [ _ =
_ Context [, | 2
zendisc | -
prodState zEventAction r @
Location | ZEventClearClasses =
zenstatus DeviceClass zEventSeverity %)
DeviceGroups | | | &
Systems Y —> 51 o
zenprocess ipAddress |
Rul Event
ule 4 -
. Context
zenwin |
zenperfsnmp |
Dro
) Regex everl?t
zencommand eventClass
\
zensyslog
zeneventlog : eventClassKey > £
= 0
Component QH(T)
zentrap | ) summary S &
_ message : ©
Event Generation facility -
(external) priority

ntevid




Event transforms

* Transforms can be applied to an event class
mapping or to an event class

« Python statement(s) to modify:

- Any available fields of the event
- Any available property of the device

 Transform can create user-defined event fields
* Transform only applied if Rule / Regex satisfiec

» Since 2.4 cascading event class transforms apply
event class transform(s) then mapping transform



Event class mapping transform

ZenQss’

CORE

Event Console

(R
Status

Edit
Sequence

Configuration Prope
Events

DASHBOARD  EVENTS = INFRASTRUCTURE  REPORTS  ADVANCEDQ jane

EventArchive WEE{H-EEY  Triggers

Events = Skills > linetest

Event Class Key linetest

Sequence 10

Rule

evt.component=='"linetest' and device.snmpContact == 'Jane Curry'
Regex

test line (?P<line_nums\d+)

Example

Transform

#import pdb; pdb.set trace()
evt.myLine num = evt.line num
evt.myDevId = device.id

evi.mySnmpSysLoc = device.snmpLocation

evt.mySnmpSysContact = device.snmpContact

evt.mySnmpStatus = device.getSnmpStatusString()

evi.summary = "Problem is %s on device %s. Please call %s" % (evt.summary, evt.myDevId, evt.mySnmpSysContact)
#evi.myEventState = evi.eventState

SIGNOUT H

Page Tips

Nl



Event Life Cycle — generation to database insertion

: Devi : Even
Event Generation %t Mapping et t . Transform
(internal) context context
eventClass _—
, \component | |
zenping ) =
" Device -
g | S| |
proo_lStatg . IzEventAction -r © |
zenstatus DevicePriority |zEventClearClasses| [ [ ] |
Location zEventSeverity A
DeviceClass | | <l
zenprocess DeviceGroups ' - O
Systems Event [ |
, ipAddress Rule \ 4 -
zenwin Context L. |
zenwinperf I
Regex N |
zencommand g Drop l
eventClass event S
zenperfsnmp ) o <
\
zensyslog evéntClassKey \ /
Cco ponent E
mary o) =
zeneventlog H‘]mes::sage £9
facility o 2
Zentl‘ap ) priority CEU E —
- ntevid —
Event Generation 4

(external)

Database
insertion

dedupid / fingerprint

evid / uuid
eventState / status
count

stateChange
firstTime

lastTime
eventClassMapping

r

event_
summary

zenoss_zep
database




Database insertions
* All events inserted into event_summary table

 Some fields only assigned at insertion time:

* count * stateChange *dedupid *eventState
*firstTime *lastTime *evid *eventClassMapping

« Automatic duplicate detection based on:

* device * component * eventClass
*severity  * eventKey *summary

 dedupid made by concatenating above fields
* In Zenoss 4, this is known as the fingerprint

* Created by zeneventd, applied by
zeneventserver

* Old event updated with details of new event



Resolution
» User closes event (eventState = Closed)

* Event context zEventAction = history / drop
* Transform sets evt_action to history / drop

» Clearing events will automatically clear all
similar events, based on:

*component UUID  * eventClass *eventKey
 If componentUUID exists; otherwise:
*eventClass * device *component * eventKey

» zEventClearClasses zProperty on clearing
events, also clears similar defined events
( based on stated class, plus same conditions)

 eventState will be Cleareo




Ageing

 Event Manager provides for:

- Events with severity < Error get eventState = Aged
after 4 hours (configurable)

- Event archive threshold default of 3 days after
which Closed, Cleared and Aged events moved
from event_summary to event_archive table

- Delete Archived Events Older Than (days) really
deletes data

* Deleting data now much faster - daily partitions

* Python script ZenDeleteHistory from Zenoss 3
does not exist or have equivalent function



Conclusions

Understanding the architecture is vital

Understanding the fields of an event is crucial

Understanding the attributes of devices Is
Important

Knowledge of Python is required to write
transforms

Good knowledge of SNMP and syslog helps
Working knowledge of SQL syntax helps
3-day Zenoss Event Management Workshop

http://www.skills-1st.co.uk/products/courses/


http://www.skills-1st.co.uk/products/courses/

Questions
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